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The material in this presentation does not cover all possible cyber threats that 
may exist, does not identify potential controls for those risks, and does not 
constitute legal advice.

This material is not intended as advice to you or your insureds about specific risk 
control practices.  Travelers disclaims all forms of warranties whatsoever, 
without limitation and implementation of any risk control practices suggested by 
this presentation is at your insured’s sole discretion.

The material in this presentation does not amend, or otherwise affect, the 
provisions or coverages of any insurance policy issued by Travelers. 

This presentation is not a representation that coverage does or does not exist 
for any particular claim or loss under any insurance policy.

Coverage depends on the facts and circumstances involved in the claim or loss, 
all applicable policy provisions, and any applicable law.

Availability of coverages referenced in this presentation may depend on state 
regulations.

Also note:

This presentation material is about coverages generally available in the 
marketplace, and is not based specifically on Travelers products.



Magnitude of cyber threats

Sources: PWC The Global State of Information Security® Survey 2015; Verizon 2016 Data Breach Investigations Report; Symantec™ Internet Security Threat Report, Volume 21, April 2016

Known computer security 
incidents per day in the U.S.41,069
Cases where attackers compromised an 
organization within minutes93%
Cyber attacks targeting small-mid size 
companies65%



Ransomware: A problem that keeps getting worse

 1,271 detections daily
 463,000 per year - 36% increase

Prevalence

 266% increase
 $1,077 per system up from $294

Ransom 
cost

 101 new families
 3x increase

New 
ransomware 

families
Source: Symantec™ Internet Security Threat Report, Volume 22, April 2017



Who can be impacted?

Data 
can be 

paper or 
electronic

Data 
can relate

to:

Customers

Employees

Competitors

Vendors

Patients

Insureds/ Claimants/ 
Beneficiaries

Business partners



Consequences of a data breach
• Damage to reputation and loss 

of good will
• Forensic investigation expenses
• Remediation and data recovery 

(ransom payment?)
• Loss of income from business 

interruption
• PCI fines, fees, and assessments
• Notification and credit 

monitoring expenses



Breach notification laws
• 48 states (plus Washington 

DC. Puerto Rico, and USVI) 
require notice to residents 
after unauthorized access to 
PII/PHI

• Many require specific 
notification of state attorney 
general, state consumer 
protection agencies, and 
credit monitoring agencies

• Notice due “without 
unreasonable delay” or in 
certain time period (e.g., 
Florida – within 30 days)



.

Good cyber insurance provides a 
package of valuable risk 
management benefits!



What Data Must Be Protected?
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•Personally Identifiable Information (PII)
• Social Security number
• Drivers license number
• Credit/debit card numbers
• Passport number
• Bank Account Information
• Date of Birth
• Medical Information
• Biometric data (i.e., fingerprints)
• Mother’s maiden name
• E-mail/username in combination with password/security question & answer

In combination with name (either 
First Name & Last Name or First 

Initial & Last Name)

What Data Must Be Protected?



•Protected Health Information (PHI)
• Medical records
• Health status
• Provision of health care
• Payment for health care
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HIPAA

What Data Must Be Protected?



•Payment Card Information (PCI)
• Primary Account Number (PAN)
• Cardholder Name
• Expiration Date
• Service Code (3 or 4 digit code)
• PIN
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What Data Must Be Protected?



Why Protect This Information?



•Reputational Harm
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Why Protect This Information?

Consumer Study on Data Breach Notification
– 62% said breach notification decreased trust and confidence
in the organization

– 15% would terminate their relationship with the notifying 
company (39% would consider terminating)

– 94% believe reporting organization is solely to blame for 
breach

– 72% thought organizations do a poor job communicating and 
handling a data breach



•Litigation Threats
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Why Protect This Information?

• The odds of lawsuits occurring following a data breach are:
– 3.5 times greater when individuals suffered financial harm;
– Over 6 times lower when free credit monitoring is offered; and
– 3 times greater for cases involving improperly disposing data than 
for cases involving stolen data.

• Defendants settle 30% more often when plaintiffs allege 
financial loss from a data breach, or when faced with a 
certified class action suit.

• The odds of a settlement are 10 times greater when the breach is 
caused by a cyber-attack, relative to lost or stolen hardware.



•Regulatory Enforcement Actions

•Fines & Penalties
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Why Protect This Information?

• State Attorneys General
• FTC
• SEC
• Health & Human Services Office for Civil Rights

• From all of the above
• Payment Card Industry (PCI DSS)



So, What’s The Issue?
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1. 123456 6.  123456789
2. password 7.  football
3. 12345678 8.  1234
4. qwerty 9.  1234567
5. 12345 10.  baseball
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Top 10 Passwords Discovered in Data Breaches in 2016



Types of Incidents



Physical loss
• Stolen or lost laptop, PDA, thumb drive, or 
other portable media containing PII or other 
sensitive data

• Mitigation
• Encrypt
• Prohibit / minimize / block saving PII on 
portable media

• Records management
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Types of Incidents



Hardcopies
Mis-mail, Misplaced, Stolen, or “Disposal Fail”

• Mitigation
• Handling policy and training
• Disposal policy and training
• Diligence/contracts with records 
management/disposal vendors
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Types of Incidents



Unintended Disclosures
Misdirected Email / Fax; “Computer Glitch”; 
Incorrect Permission Settings

• Mitigation
• Regular systems and/or vulnerability testing 
• Encrypt or password-protect files
• Outlook delay

23

Types of Incidents



The Rogue Employee
Malicious insider with access downloads or sends 
personal or sensitive data to another 
unauthorized location for an improper purpose

• Mitigation
• Systems activity review – logging and periodic 
monitoring

• Access reviews
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Types of Incidents



Vendors
Negligence, physical loss, database/server breach 
or stolen data at a vendor’s location or server

• Mitigation
• Vendor/BAA contract provisions
• Appropriate review of vendors to confirm 
safeguards are in place
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Types of Incidents



Hacking/Malware
Unauthorized party accesses or hacks into a data 
server that stores personal or other sensitive 
data (Malware; Hacking; Phishing; Ransomware)

• Mitigation
• Penetration testing, firewalls, intrusion 
detection, etc.

• Training of employees
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Types of Incidents



How Incidents Are Discovered



How Incidents Are Discovered
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Scope of HOTEL breach widens
Hotel, who confirmed several days ago that it had suffered a 
data breach exposing the payment card data of about half a 
million customers now says the breach is much larger than 
originally thought. A spokesperson told the WSJ today that 
the hotel’s forensics investigation concluded that the breach 
likely affects more than one million customers, and may 
include their personal information as well. 

How Incidents Are Discovered
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How Incidents Are Discovered



Value of a Cyber Policy:
Immediate Access to Experienced & 
Tested Service Providers



• Manages the incident, working with organizations to 
isolate the affected data, notify customers, and 
engage necessary forensics professionals, 
notification vendors and crisis communication 
providers

• Knows who to call and when to call
• Cloaks entire incident under attorney-client 
privilege

• Established relationships with regulators and card 
brands
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Value of a Breach Coach



Anatomy of Data Breach Response



Phase 4
Defense

Phase 3
Response

Phase 2
Investigation

Phase 1
Discovery

Theft, loss, or Unauthorized 
Disclosure of Personally 
Identifiable Non-Public 

Information or Third Party 
Corporate Information that is in 

the care, custody or control of the 
Insured Organization, or a third 

party for whom the Insured 
Organization is legally liable

Forensic 
Investigation and 

Legal Review

Notification and 
Credit Monitoring

Class-Action 
Lawsuits

Regulatory Fines, 
Penalties, and 

Consumer Redress

Public Relations

Reputational 
Damage

Income Loss

Anatomy of Data Breach Response



• Put cyber insurance carrier and broker on 
notice of the incident

• Engage privacy attorney (breach coach) to 
maintain all communications as Privileged

• Gather members of Incident Response Team 
(IT, HR, legal, communications, risk, 
finance etc.)
– Determine & assign an IRT Leader

Anatomy of Data Breach Response



• Immediately gather and preserve all evidence of the 
potential breach and secure the systems to prevent 
additional exposure

• Take notes and document each step of your response
• Engage a forensic specialist (through privacy 

attorney) to determine the breadth and scope of the 
incident, contain the breach, and quantify the 
records comprised

• Consider contacting law enforcement agencies about 
the incident, if appropriate

Anatomy of Data Breach Response



• Determine if notice must be provided by law (or 
whether there is a business reason to notify)

• Work with an experienced breach coach to craft 
notifications in compliance with the numerous 
state, federal, international, and industry-
specific breach notice laws
– Residence of affected individuals determines applicable notice 

law
– Encryption or Redaction may provide exception (i.e., MI, OH)

Anatomy of Data Breach Response



• Work with your breach coach to notify appropriate 
parties, including:

– Affected individuals (utilizing a notification vendor as 
necessary)

– State attorneys general
– Other state agencies (i.e., state police, Office of Cybersecurity, 

Office of Consumer Protection)
– Federal agencies
– Industry-specific organizations
– Credit card brands, processors and merchant banks
– Credit reporting agencies
– Media

Anatomy of Data Breach Response



• Coordinate with your breach coach and crisis 
communication firm to manage public relations issues 
and respond promptly, earnestly and with honesty, 
utilizing tailored media statements and Frequently 
Asked Questions (FAQs)

– Internal & external communications

• Provide dedicated call center support, explaining 
the steps callers can take to reduce their risk of 
harm, and monitor escalated questions from callers

Anatomy of Data Breach Response



• Offer appropriate remedy to affected individuals
– Credit monitoring

• SSN breaches
• NOT appropriate for credit card breaches

– Identity theft restoration/repair services
– Identity theft monitoring
– Fraud Alerts
– Security Freezes

• What about Minors?  Deceased?

Anatomy of Data Breach Response



• Rule of thumb - Do NOT notify until 
you can answer:
– What happened?
– How did it happen?
– What are you doing for those affected?
– How are you preventing a recurrence?

Anatomy of Data Breach Response



Sample AG Request



Sample HHS OCR Data Request



Sample U.S. Dept. of 
Education Data Request



• Unencrypted backup tapes
• Unencrypted portable devices
• Slow incident detection and notification
• Default configurations/passwords
• Absence of appropriate policies
• Insufficient employee training/awareness
• Insufficient sanctions for employee(s) responsible for 

breach
• Insufficient dedicated security roles
• Failure to address issues identified by risk assessments

What Do Regulators Dislike Most?
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Thank you for your time!
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